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Think about someone taking control of your car while you're driving. Or, someone hacking into a drone and
taking control. Both of these things have been done, and both are attacks against cyber-physical systems
(CPS). Securing Cyber-Physical Systems explores the cybersecurity needed for CPS, with afocus on
results of research and real-world deployment experiences. It addresses CPS across multiple sectors of
industry.

CPS emerged from traditional engineered systemsin the areas of power and energy, automotive, healthcare,
and aerospace. By introducing pervasive communication support in those systems, CPS made the systems
more flexible, high-performing, and responsive. In general, these systems are mission-critical—their
availability and correct operation is essential. This book focuses on the security of such mission-critical
systems.

Securing Cyber-Physical Systems brings together engineering and IT experts who have been dealing
separately with these issues. The contributed chapters in this book cover a broad range of CPS security
topics, including:

- Securing modern electrical power systems

- Using moving target defense (MTD) techniques to secure CPS

- Securing wireless sensor networks (WSNSs) used for critical infrastructures

- Mechanisms to improve cybersecurity and privacy in transportation CPS

- Anticipated cyberattacks and defense approaches for next-generation autonomous vehicles
- Security issues, vulnerabilities, and challenges in the Internet of Things

- Machine-to-machine (M2M) communication security

- Security of industrial control systems

- Designing "trojan-resilient” integrated circuits

While CPS security techniques are constantly evolving, this book captures the latest advancements from
many different fields. It should be a valuable resource for both professionals and students working in
network, web, computer, or embedded system security.
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From reader reviews:
Megan Martelli:

Do you have favorite book? When you have, what is your favorite's book? Reserve is very important thing
for usto be aware of everything in the world. Each publication has different aim as well as goal; it means
that book has different type. Some people feel enjoy to spend their a chance to read a book. They can be
reading whatever they have because their hobby is actually reading a book. How about the person who don't
like studying a book? Sometime, particular person feel need book after they found difficult problem or
exercise. Well, probably you'll have this Securing Cyber-Physical Systems.

Ernest Pettaway:

Book isto be different for every single grade. Book for children right up until adult are different content. We
all know that that book is very important normally. The book Securing Cyber-Physical Systems was making
you to know about other knowledge and of course you can take more information. It is very advantages for
you. The publication Securing Cyber-Physical Systemsis not only giving you far more new information but
also for being your friend when you really feel bored. Y ou can spend your spend time to read your reserve.
Try to make relationship with the book Securing Cyber-Physical Systems. Y ou never experience lose out for
everything in the event you read some books.

Leonard Vega:

This book untitled Securing Cyber-Physical Systemsto be one of several books that best seller in this year,
here is because when you read this e-book you can get alot of benefit onit. You will easily to buy this
particular book in the book retail store or you can order it by way of online. The publisher with this book
sells the e-book too. It makes you quicker to read this book, as you can read this book in your Touch screen
phone. So there is no reason to you personally to past this book from your list.

Joseph Russell:

Do you like reading a e-book? Confuse to looking for your best book? Or your book has been rare? Why so
many problem for the book? But just about any people feel that they enjoy for reading. Some people likes
examining, not only science book but in addition novel and Securing Cyber-Physical Systems aswell as
others sources were given information for you. After you know how the good a book, you feel want to read
more and more. Science e-book was created for teacher or even students especially. Those guides are helping
them to increase their knowledge. In other case, beside science e-book, any other book likes Securing Cyber-
Physical Systems to make your spare time much more colorful. Many types of book like here.
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